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[bookmark: _Toc11239260]********** START OF 1st CHANGE **********
[bookmark: _Toc22022966][bookmark: _Toc22565467][bookmark: _Toc26877898][bookmark: _Toc75342000]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501 (Release 15): "Security architecture and procedures for 5G system".
[3]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[4]	3GPP TR 33.926 "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".
[5]	3GPP TS 23.501: "System Architecture for the 5G System (5GS)".
[6]	3GPP TS 23.003: "Numbering, addressing and identification". 
[x]	SECG SEC 1: Recommended Elliptic Curve Cryptography, Version 2.0, 2009. Available http://www.secg.org/sec1-v2.pdf
[y]	3GPP TS 29.503: "Unified Data Management Services".
********** START OF 2nd CHANGE **********
[bookmark: _Toc22022974][bookmark: _Toc22565476][bookmark: _Toc26877907][bookmark: _Toc75342010]4.2.1.X	Rejection of SUCIs using an ECIES protection scheme with an invalid public key.
Requirement Name: Rejection of SUCIs using an ECIES protection scheme with an invalid public key. 
Requirement Reference: TS 33.501 [2], clause C.3.3 with reference to SECG SEC 1 [x] clause 2.3.4.
Requirement Description: Output: An elliptic curve point P, or "invalid" as specified [x], clause 2.3.4.
Threat References: TR 33.926 [4], clause E.2.2.6, Invalid public key.
TEST CASE:
Test Name: TC_REJECT_SUCI_PROFILE_B_INVALID_PUBKEY_UDM
Purpose:
Verify that the SIDF rejects the SUCI if it uses an ECIES protection scheme and contains an invalid point as the UE’s public key for Profile B.
Procedure and execution steps:
Pre-Condition:
-	The tester has access to the public information of the SUCI profile (e.g., profile type, public key …) of theUDM/SIDF under test.
-	The tester has configured the UDM to use Profile B. 
-	The tester has access to a SUPI of provisioned subscriber
Execution Steps
Test case:
1.	The tester selects an invalid point (NOTE 1) and uses the point as a public key to encrypt the SUPI based on the encryption defined in Annex C of 33.501 [2] and SECG SEC 1 [x] (NOTE 2).
2.	The tester sends the SUCI to the Nudm_UEAuthentication_Get service of the UDM/ SIDF under test.
NOTE 1: 	An example invalid point for Profile B (of order 47) is: 0x049af0190d4e237c462c94c447052c770f6d348866f1dbbe29a0ee889f18835d6a973457a6730323716ef2c8a3723793be64b54cec40eb86ab194057c95baf8cfe
NOTE 2: 	An example SUCI encrypted with the invalid point (above) for the MCC|MNC (274012) and MSIN (001002086) for Profile B (Annex C of 33.501 [2]) is:  suci-0-274-012-0-2-2-049af0190d4e237c462c94c447052c770f6d348866f1dbbe29a0ee889f18835d6a973457a6730323716ef2c8a3723793be64b54cec40eb86ab194057c95baf8cfe8cf9a0959454b74e31a331018b
Expected Results:
The UDM/SIDF rejects the SUCI, and the UDM sends a Nudm_UEAuthentication_Get Response message with an HTTP status code "403 Forbidden" and may include additional error information in the response body (in "ProblemDetails" element) as specified in TS 29.503 [y], clause 5.4.2.2.2, 2b.
NOTE 3:  	Values for "ProblemDetails" may be AUTHENTICATION_REJECTED or INVALID_SCHEME_OUTPUT as specified in TS 29.503 [y], clause 6.3.3.2.4.2.2-2.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of packet trace (e.g., pcap file).
********** START OF 3nd CHANGE **********

4.2.1.Y	Rejection of SUCIs using an uncompressed point with Profile B.
Requirement Name: Rejection of SUCIs using an uncompressed point with Profile B. 
Requirement Reference: TS 33.501 [2], clause C.3.4.0.
Requirement Description: Profile B shall use point compression to save overhead as specified in TS 33.501 [2], clause C.3.4.0. 
Threat References: TR 33.926 [4], clause E.2.2.6, Invalid public key.
TEST CASE:
Test Name: TC_REJECT_SUCI_PROFILE_B_NO_COMPRESSION_UDM
Purpose:
Verify that the SIDF rejects the SUCI if it uses the ECIES Profile B protection scheme and contains an uncompressed point as the UE's public key.
Procedure and execution steps:
Pre-Condition:
-	Tester shall have access to the HN’s public key for SUCI decryption with Profile B.
Execution Steps
Test case:
1.	The tester shall generate a SUCI for a registered SUPI with the protection scheme output for Profile B. Theephemeral public key of the UE should be in the uncompressed point format specified in [x] clause 2.3.3. The remaining parts of the protection scheme output retain their format [x].
NOTE 1: 	The uncompressed point format shall have a size of 65 bytes, and the most significant byte shall be 0x04. The compressed point format shall have a size of 33 bytes, with 0x02 or 0x03 as the most significant byte. Test data in TS 33.501 [2], clause C.4.4.1.
2.	The tester shall send the SUCI to the Nudm_UEAuthentication_Get service of the UDM/ SIDF under test.
Expected Results:
The SIDF rejects the SUCI, and the UDM sends a Nudm_UEAuthentication_Get Response message with an HTTP status code "403 Forbidden" and may include additional error information in the response body (in "ProblemDetails" element) as specified in TS 29.503 [y], clause 5.4.2.2.2, 2b.
NOTE 2:  Values for "ProblemDetails" may be AUTHENTICATION_REJECTED or INVALID_SCHEME_OUTPUT as specified in TS 29.503 [y], clause 6.3.3.2.4.2.2-2.
Expected format of evidence:
Evidence suitable for the interface, e.g., evidence can be presented in the form of packet trace (e.g., pcap file).

[bookmark: _Hlk149562141]********** END OF 3nd CHANGE **********




