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[bookmark: __RefHeading___Toc137650948]4.2.2.1	Synchronization failure handling
Requirement Name: Synchronization failure handling
Requirement Reference: TS 33.501 [2], clause 6.1.3.3.2.
Requirement Description: When the UDM/ARPF receives an Nudm_UEAuthentication_Get Request message with a "synchronisation failure indication" it acts as described in TS 33.102 [7], clause 6.3.5 where ARPF is mapped to HE/AuC. The UDM/ARPF sends an Nudm_UEAuthentication_Get Response message with a new authentication vector for either EAP-AKA' or 5G-AKA depending on the authentication method applicable for the user to the AUSF as specified in TS 33.501 [2], clause 6.1.3.3.2.
Threat References: TR 33.926 [4], clause E.2.2.2, Synchronization failure.
Test Case: 
Test Name: TC_SYNC_FAILURE_HANDLING_UDM
Purpose:
Verify that synchronization failure is recovered correctly in the home network. 
Pre-Conditions:
Test environment with an AUSF. The AUSF or AMF may be simulated. 
Execution Steps
1.	The AUSF sends an Nudm_UEAuthentication_Get Request message to the UDM with a "synchronisation failure indication" and parameters RAND and AUTS.
2.	The UDM/ARPF performs steps 1-5 as described in TS 33.102, clause 6.3.5.
Expected Results:
The UDM sends an Nudm_UEAuthentication_Get Response message with a new authentication vector to the AUSF.
NOTE:	The expected results would be that the UDM/AUSF sends an Nausf_UEAuthentication_Authenticate Response message with EAP Request/AKA’-Challenge for EAP AKA’, or 5G SE AV for 5G AKA to the AMF, if the UDM and AUSF network products are collocated without an open N13 interface.
Expected format of evidence:
Evidence suitable for the interface, e.g., Screenshot, packet capture or application log containing the operational results.
